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Abstract- The use of various technologies to provide security screening for 45 
individuals and objects has been rapidly escalating, in keeping with the significant 46 
increase in security concerns worldwide.  Within this spectrum of technologies, the 47 
use of ionizing radiation to provide backscatter and transmission screening 48 
capabilities has also increased.  The Commission has previously made a number of 49 
statements related to the general topic of deliberate exposures of individuals in non-50 
medical settings.  This report provides advice on how the radiation protection 51 
principles recommended by the Commission should be applied within the context of 52 
security screening.  More specifically, the principles of justification, optimization of 53 
protection, and dose limitation for planned exposure situations are directly 54 
applicable to the use of ionizing radiation in security screening.  Further, several 55 
specific topics are considered in this report, including the situation in which 56 
individuals may be exposed because they are concealed (stowaway) in a cargo 57 
container or conveyance that may be subject to screening.  The Commission 58 
continues to recommend that careful justification of screening be considered before 59 
decisions are made to employ the technology.  If a decision is made that its use is 60 
justified, the framework for protection as a planned exposure situation is to be 61 
employed, including optimization of protection and the appropriate provisions for 62 
the authorization and inspection.   63 
© 201X ICRP. Published by Elsevier Ltd.  64 
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 106 

PREFACE 107 

Since the discovery of radiation and radioactive materials, there have been 108 
deliberate exposures of humans for various purposes.  The majority of these have 109 
involved some type of medical diagnosis, treatment, or research.  However, there 110 
have been, and continue to be, examples of situations in which an individual is 111 
deliberately exposed for some other purpose.  Recent events in global and national 112 
security, together with the development of sophisticated security imaging 113 
technologies, have heightened interest in such activities.  This raises the potential for 114 
further increases in exposure to individuals due to the use of these imaging 115 
techniques for security purposes.   116 

These exposures have often been lumped into a general category of “non-117 
medical” imaging exposures.  In some specific instances non-medical imaging 118 
involves the use of medical devices (e.g. drug detection, immigration purposes), 119 
while in other circumstances it takes place in non-medical facilities or public places 120 
involving the use of specialized inspection devices.   121 

The Commission has given advice on such situations many times.  However, 122 
there has been an increased focus upon security for individuals in air travel and other 123 
public settings in the wake of the terrorist events of September 11, 2001.  Following 124 
an attempted aircraft terrorism event in December, 2009, there has been an increased 125 
call for the use of security screening systems, including those utilizing ionizing 126 
radiation, because of their effectiveness in detecting concealed objects of concern.  127 
Such screening involves the direct screening of individuals at various security 128 
control points.  The broader context of security screening also encompasses the 129 
screen of cargo and conveyances at various borders and points of entry.   130 

This report was developed to provide advice on the application of the 131 
Commission’s recommendations to the specific set of cases involved in security 132 
applications.  Other examples of “non-medical” imaging are not included in this 133 
report, although the advice may also be valid for other instances of deliberate 134 
imaging of humans, with due consideration of each specific application.  The report 135 
describes how the radiation protection principles of the Commission should be 136 
applied within the context of security screening.  While it is not the role of the ICRP 137 
to state whether such systems are justified or not, it is appropriate to develop further 138 
the aspects to be considered in decisions on whether to employ such systems.  The 139 
report also describes how the principles of radiation protection in planned exposure 140 
situations apply within a security screening context, including optimization of 141 
protection with the use of dose constraints.   142 

This report is the result of active cooperation and collaboration with the 143 
international agencies and organizations that are observers to ICRP Committee 4.  A 144 
special thanks to those organizations and individuals for their contributions.   145 

 146 
The membership of the Task Group was as follows:  147 

 148 
D. A. Cool (Chairman) R. Czarwinski K. Kase 
E. Lazo S. Niu M. R. Perez 
A. Rannou G. Simeonov  P. Tattersall 
M. Voytchev 149 
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 150 
Committee 4 Critical Reviewers were: 151 
 152 

G. Massera S. M. Magnusson  
 153 
Main Commission Critical Reviewers were:     154 
 155 
J. Boice   E. Vano  156 
 157 

The membership of Committee 4 during the period of preparation of this report 158 
was: 159 
 160 
J. Lochard, Chairman P.A. Burns D.A. Cool 
T. Homma M. Kai J.F. Lecomte, Secretary 
S. Liu H. Liu S.M. Magnusson 
K. Mrabit  P. Carboneras Martinez  G. Massera  
A. McGarry  S. Shinkarev  J. Simmonds  
A.S. Tsela  W. Weiss, Vice chairman W. Zeller 
 161 

162 
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 163 

MAIN POINTS 164 

• The use of ionizing radiation to screen individuals for security purposes is an 165 
exceptional circumstance which requires careful justification.  It should not 166 
be presumed that the use of ionizing radiation is generically justified, or 167 
acceptable.   168 

• Justification decisions should include consideration of all relevant factors, 169 
including the definition of the screening objectives (threats, vulnerabilities, 170 
and consequences), the degree to which the technology accomplishes the 171 
screening objectives, radiological exposure during a screening, and 172 
alternatives which may be available to reduce exposures and enable 173 
identification of groups of individuals who may incur a significant number of 174 
screenings during a year.   175 

• In most cases, justification decisions to employ a particular security 176 
screening technology will involve many factors outside of radiation 177 
protection.   178 

• Security screening using ionizing radiation, if determined to be justified, is a 179 
planned exposure situation, and should be subject to the appropriate 180 
regulatory framework for optimization of protection, authorization, and 181 
inspection to ensure radiation safety in operation. 182 

• The exposure of an individual to be screened for security purposes is 183 
considered to be public exposure.   184 

• Optimization of protection for an individual to be screened should include 185 
consideration of the number of exposures necessary to accomplish the 186 
screening objective, the dose per exposure, and avoidance of additional (or 187 
repeated) exposures.   188 

• Optimization of protection is to be applied during the design and operation 189 
of a screening system for each category of exposure, including: individuals 190 
being screened; members of the public who are not being screened but may 191 
be in the vicinity of the screening; and occupational exposure.   192 

• Appropriate expectations need to be established for training, retraining, and 193 
competence of operators, and the management systems to ensure safety 194 
during operations.   195 

• Dose constraints should be established for each identifiable category of 196 
exposure (individuals to be screened, members of the public who are not 197 
being screened but may be in the vicinity of the screening, occupational 198 
exposure), and used in the optimization of protection.   199 

• Appropriate application of the framework of protection, including 200 
justification and optimization, will provide adequate protection for more 201 
sensitive populations.  Thus, if the recommendations in this report are met, it 202 
will not be necessary to take separate protection actions for children or 203 
pregnant women.   204 
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• Screening of cargo and materials may pose circumstances of exposure, 205 
particularly for drivers of conveyances being screened, that should be 206 
avoided.  Exposure of such individuals should not be a matter of operational 207 
convenience.  Drivers should not be allowed to occupy conveyances during 208 
screening, except for very unusual circumstances.   209 

• Screening of cargo and materials may pose the possibility of exposure to 210 
individuals concealed in the cargo containers, which must be factored into 211 
the analysis and authorization for use.  The Commission recommends that 212 
even in such circumstances, protection equivalent to that provided by the 213 
dose limits for members of the public should be achieved.   214 

• The use of stakeholder dialogue and provisions of information to meet an 215 
individual’s right to know, are important tools in the justification, 216 
optimization, and implementation of a security screening circumstance.  217 
Communications need to be accurate, informative, and responsive to the 218 
concerns.  The Commission recommends that key messages, questions, and 219 
answers be developed and readily available during operations, to facilitate 220 
stakeholder interactions.   221 

 222 

223 
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GLOSSARY 224 

 225 
Active detection system 226 

A security screening device using radiation to activate the object being 227 
screened that in turn causes radiation emissions that facilitate detection of the 228 
material.   229 
 230 

Backscatter detection system 231 
A security screening device using low energy ionizing radiation by measuring 232 
the radiation scattered from an object to create an image.  The radiation source 233 
and the detector are located on the same side of the object.   234 
 235 

Image 236 
A single view (image) taken by a security screening system as part of the 237 
security screening process.   238 
 239 

Transmission detection system 240 
A security screening device using ionizing radiation with sufficient penetration 241 
power to create an image by measuring radiation transmitted through an 242 
object.  The radiation source and the detector are located on the opposite sides 243 
of the object.   244 
 245 

Screening or Screening Event 246 
The collection of one or more images to produce the information necessary to 247 
properly screen an individual or object.   248 
 249 

Security Screening 250 
An activity undertaken to detect unintended, unwanted, or deliberately 251 
introduced objects or materials that could be used for malicious purposes.   252 

 253 
254 
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1. INTRODUCTION 255 

(1) The deliberate exposure of humans dates back to the initial discovery of 256 
radiation and radioactive materials.  In most cases historically, this has been in the 257 
context of medical exposures of patients, intended either for diagnosis or treatment. 258 
In these cases, the benefits to the patient from the radiation exposure are expected to 259 
more than outweigh any radiation detriment that may ensue.   260 

(2) However, recent events in global and national security, together with the 261 
development of sophisticated security imaging technologies, have significantly 262 
increased the consideration and use of radiation in this non-medical context.  263 
Increasing numbers of individuals might be deliberately exposed, typically in order 264 
to produce an image of objects that may be concealed on the individual.   265 

(3) In the context of this report, security screening may be considered as any 266 
activity using ionizing radiation to detect unintended, unwanted, or deliberately 267 
introduced objects or materials that could be used for malicious purposes before 268 
allowing entry into an area.  When the object of the screening is an individual, for 269 
example to determine if some weapon is being secretly carried, the conditions of 270 
exposure are that of a deliberate exposure of the individual.  This application is 271 
being considered or used to screen individuals before allowing entry into airport 272 
secure areas, large public events, court houses, jails, and other areas.  Screening may 273 
consist of a single image, or multiple images to obtain the information necessary for 274 
security purposes.   275 

(4) Security screening also encompasses the use of ionizing radiation to examine 276 
materials, cargo, and conveyances, at various ports of entry, border crossings, etc, 277 
for security related items.  This application does not, in most cases, fall within the 278 
category of deliberate exposure of individuals.  However, certain circumstances may 279 
exist in which individuals are knowingly present (such as a conveyance driver), or 280 
may be unknowingly present.  The latter case, where an individual or group of 281 
individuals may be concealed in the cargo container seeking to avoid detection, is 282 
sometimes referred to as “stowaway”.   283 

(5) This report is intended to summarize the relevant concepts and guidance of 284 
the ICRP, and to provide advice on the application of the Commission’s 285 
recommendations for radiation protection in the context of security screening.  The 286 
scope of this report does not include any other instances of deliberate exposure of 287 
individuals, either for medical or for other purposes, although the advice may also 288 
be valid for other instances, with due consideration of each specific application.   289 

(6) There are two main imaging technologies in use today for security screening 290 
using ionizing radiation: backscatter and transmission.  Backscatter technology is 291 
used mainly to image objects hidden under clothing while transmission systems are 292 
also used to image objects that have been ingested, hidden in body cavities, or 293 
implanted under the skin.  Generally, the radiation dose to the scanned individual 294 
from a backscatter system is much lower than the dose from a transmission system.  295 
Some systems which employ a combination of the two technologies are also 296 
available.  Screening activities for materials and cargo generally employ 297 
transmission systems, usually with higher energy than that used in screening of 298 
individuals, to provide adequate images of the objects.  Screening activities for 299 
materials and cargo may also, in certain specific situations, use active detection 300 
technologies.  A brief description of the current screening technologies is provided 301 
in Section 3 to this report.   302 
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 303 
2. BACKGROUND 304 

 305 
(7) The use of radiation for the exposure of individuals, in a deliberate manner, 306 

has usually been within the context of medical exposures.  However, there are other 307 
circumstances in which such exposures may take place.  Screening of individuals for 308 
various security purposes is one of those circumstances.  The screening of objects 309 
normally would not include such deliberate exposures, but exceptional 310 
circumstances may arise in which such exposures may need to be considered.  The 311 
ICRP has provided statements on the issues of deliberate exposure of individuals in 312 
non-medical contexts since the 1960’s.  Other organizations have also produced 313 
information, specifications, performance standards, and recommendations.   314 

(8) ICRP Publication 15 (ICRP 1969), strongly disapproved of human imaging 315 
for non-medical purposes, citing the two examples of anti-crime fluoroscopy and 316 
customs examinations. From this default position, the recommendation then allowed 317 
for exceptional circumstances under which these activities could be carried out – 318 
namely, permission by the competent authority, that the examinations were 319 
considered essential, and that they would be carried out under the supervision of a 320 
radiologist.   321 

(9) International events at the time, namely a spate of aircraft hijackings, led the 322 
ICRP (ICRP, 1971) to state that they believed security-screening of airline 323 
passengers could be justified, but did not provide any elaboration or viewpoints with 324 
respect to responsibilities, processes, or the role of radiation protection in the 325 
justification of exposures.   326 

(10) The general Recommendations of the ICRP in Publication 26 (ICRP, 327 
1977), did not supersede some of the previous Commission publications, including 328 
the above mentioned Publication 15. Publication 26 also considered additional 329 
situations with respect to non-medical human imaging beyond security screening.   330 

(11) The Recommendations of the ICRP in Publication 60 (ICRP, 1990) did not 331 
contain any recommendations with respect to human imaging for non-medical 332 
purposes, or more specifically, security screening practices.    333 

(12) ICRP Publication 73 (ICRP, 1996) was dedicated to radiological protection 334 
and safety in medicine. The scope of medical exposure was expanded (with respect 335 
to Publication 60) to include exposures for medico-legal purposes, and made 336 
reference to screening, although this reference is only in the context of medical 337 
screening, not screening for other purposes such as security.   338 

(13) The Recommendations of the ICRP in Publication 103 (ICRP, 2007) 339 
described a set of conditions in paragraph 210 for which the exposures should be 340 
deemed to be unjustified without further analysis, unless there are exceptional 341 
circumstances.  The described circumstances did not specifically include 342 
applications of security screening.  However, the condition of exceptional 343 
circumstances would remain applicable to the context of security screening, in that it 344 
is a deliberate exposure of an individual that is not motivated by the health of the 345 
individual.   346 

(14) Other organizations, particularly the National Council on Radiation 347 
Protection and Measurements (NCRP), in the United States, have also provided 348 
information on aspects of security screening.  In particular, NCRP Commentary 16 349 
(NCRP, 2003) provides advice on security screening of humans.  NCRP 350 
Commentary 20 (NCRP, 2007) provides advice on some aspects related to security 351 
screening of cargo with accelerator produced high-energy x-rays.  NCRP 352 
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Commentary 21 (NCRP, 2011a) and Commentary 22 (NCRP, 2011b) address 353 
radiation protection aspects of active detection technologies.   354 

(15) The relevant national authorities of various countries have, in some cases, 355 
taken specific stances to prohibit the use of ionizing radiation on the human body 356 
except for medical purposes.  In other cases there have been decisions regarding the 357 
justification and use of a particular security scanner, and there have been several 358 
independent evaluations of doses from various commercially available systems.  359 
Some organizations, such as the U.S. Interagency Steering Committee on Radiation 360 
Standards (ISCORS, 2008) have provided guidance on the justification of screening 361 
systems, and the operational radiological protection steps to be taken if screening is 362 
justified.  The landscape of decisions will continue to evolve, with both the 363 
continued evolution of the threat environment, and the technologies available to 364 
counter those threats.   365 

(16) The issues surrounding use of radiation for security screening have also 366 
been examined in the work of international organizations.  For example, in 1977 the 367 
World Health Organization addressed the use of ionizing radiation on human beings 368 
for non-medical purposes, including weapons detection, in a technical report (WHO, 369 
1977).  The report concluded that this should be done only when there are not 370 
satisfactory alternative methods presenting lower risks, and emphasizing the need to 371 
manage the dose to optimize protection.  More recently, an information paper was 372 
prepared by the Interagency Committee on Radiation Safety (IACRS, 2010), which 373 
outlined some of the pertinent issues, trends, and national requirements.  The Heads 374 
of the European Radiological protection Competent Authorities (HERCA) also 375 
published a statement on the justification of full-body scanners using x-rays for 376 
security purposes in December, 2010 (HERCA, 2010).   377 

(17) The International Atomic Energy Agency (IAEA), and other international 378 
co-sponsoring organizations, have recently completed a revision of the International 379 
Basic Safety Standards for Protection against Ionizing Radiation and for the Safety 380 
of Radiation Sources (IAEA, 2011).  The revised standard includes a provision that 381 
human imaging using radiation for the detection of concealed objects that can be 382 
used for criminal acts that pose a national security threat shall be justified only by 383 
the government. If the government decides that the justification of such human 384 
imaging is to be considered, further requirements related to the justification 385 
decision, and provision for regulatory control, are applicable.   386 

(18) The European Commission (EC) has recently proposed a revision of the 387 
Euratom legislation on radiation protection (EURATOM, 2011) containing legal 388 
provisions on exposure of humans for non-medical imaging, including the use of 389 
ionizing radiation for security screening, which once adopted will be legally binding 390 
for the twenty seven member states of the European Union (EU). A recent revision 391 
of the EU aviation security legislation (EU, 2011) authorises the use of security 392 
scanners, excluding those using ionizing radiation, as a primary security screening 393 
method at airports in the EU.    394 

(19) Various national and international consensus standards organizations, 395 
including the International Standards Organization (ISO), the International 396 
Electrotechnical Commission (IEC), and the American National Standards Institute 397 
(ANSI), have developed performance standards for radiological exposure, and 398 
specifications of performance in the detection of the objects of security concern.   399 

(20) In 2002, a consensus standard was published by the American National 400 
Standards Institute (ANSI, 2002) that established a limit for the effective dose from 401 
one scan of 0.1 µSv.  This standard also established a limit of no more than 0.25 402 
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mSv annual effective dose to an individual from any one security screening venue.  403 
This standard was revised and updated (ANSI, 2009), and modified to refer to a 404 
“screening” (which might involve several scans or views), rather than a single 405 
image.   406 

(21) In 2010, IEC published an international standard IEC 62463 for x-ray 407 
systems for screening of individuals for security (IEC, 2010).  This standard 408 
provides radiological performance criteria for security screening systems.  Another 409 
standard project, IEC 62709, "Radiation protection instrumentation – Measuring the 410 
Imaging Performance of X-ray and Gamma-ray Systems for Security Screening of 411 
Humans" is in progress.   412 

(22) Despite the considerable history, and the presence of various specifications 413 
and performance standards, there continues to be a debate on the use of radiation in 414 
security screening, the role to be played by radiation protection in the decision 415 
process, and the application of the Commission’s framework for protection if such 416 
screening is employed.  The objective of this report is to provide advice on how the 417 
radiation protection principles of ICRP should be applied within the context of 418 
security screening if a decision is made that its use is justified.  This advice is 419 
applicable irrespective of whether the equipment utilized is specifically designed for 420 
such purposes, or has been re-purposed to a security screening circumstance from 421 
some other original purpose, such as medical radiological equipment.   422 

 423 
424 
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 425 

3. SECURITY SCREENING SYSTEMS 426 

(23) A variety of systems employing ionizing radiation are currently available 427 
for screening individuals at a security checkpoint.  The systems may use backscatter, 428 
transmission, or a combination of the two technologies to form an image.   429 

(24) The introduction and use of scanning systems has generated considerable 430 
public debate.  Much of this discussion has been focused on non-radiological 431 
considerations.  For example, concerns have been raised about privacy because of 432 
the ability of these systems to “see” through clothing.  Such concerns certainly need 433 
to be addressed, but are not unique to the systems using ionizing radiation.  This has 434 
resulted in a continuing refinement of the systems, including software processing 435 
systems, to remove the detailed image of the individual’s body, and only display 436 
possible items of security concern on a generic outline of the individual.  Likewise 437 
the legal questions of image retention, documentation, and retrieval have been raised 438 
and must be addressed in the overall decision process.  These same issues have also 439 
been part of the dialogue on the use of systems based on alternative technologies 440 
like microwaves, and thus are not unique to systems utilizing ionizing radiation.   441 

(25) The categories and types of equipment, described below, are useful to 442 
understand the possible radiological contributions from each type of technology.  443 
From the standpoint of radiological protection, it is not important whether the device 444 
or system was originally intended for some purpose, such as medical diagnosis and 445 
treatment.  What is important is the actual conditions of exposure and use which are 446 
being considered.  447 

 448 
3.1. Backscatter technology 449 

 450 
(26) Backscatter systems designed for security screening of humans are used 451 

mainly to image objects hidden under clothing.  The effective dose from such 452 
systems is on the order of 0.1 μSv per image of the front of the body; images of the 453 
back or sides may produce lower effective doses.  Furthermore, the exposure will be 454 
predominately to the skin, because the energies used do not significantly penetrate 455 
the body.  It may be necessary to image an individual multiple times, from the front, 456 
from the back, and from the sides, to obtain the information necessary to satisfy 457 
security interests.  Thus the “total dose” during a screening event may be greater 458 
than the dose from a single exposure.  In certain circumstances, backscatter systems 459 
may also be useful in the scanning of cargo and materials.   460 

(27) These systems use a narrow beam of ionizing radiation that scans the 461 
subject in a raster pattern at high speed. They use large detectors on the same side of 462 
the subject as the x-ray source that detect radiation scattered back from the body of 463 
the individual being scanned.  A schematic of the system is shown in Figure 1.   464 

(28) Dose to an individual being screened with backscatter systems is a very 465 
small fraction of the exposure received from other sources in daily living.  For 466 
example, a backscatter screening dose is on the order of 1000 times smaller than a 467 
typical chest x-ray, and is about the same as the cosmic radiation dose received 468 
during a few minutes of flight.   469 
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 470 

Fig. 1. Backscatter x-ray methods of operation 471 

 472 

(29) These systems have been placed into service at national borders and in 473 
prisons for interdiction of drugs, weapons, and contraband.  Following an attempted 474 
aircraft terrorism event in December, 2009, there has been considerable increased 475 
pressure to implement use of imaging systems for screening of airline passengers. 476 

 477 
3.2. Transmission technology 478 

 479 
(30) Transmission systems are used to image objects that have been ingested, 480 

hidden in body cavities, or implanted under the skin.  The effective dose per scan 481 
from this type of system, when designed for security screening of humans, is greater 482 
than the dose from backscatter systems, and ranges roughly from 2 to 5 μSv or more, 483 
depending upon the equipment.  An example, not directly related to security, has 484 
been the use of transmission systems to screen workers in diamond mines to prevent 485 
theft.  However, transmission images show objects and body parts superimposed.  486 
For this reason, image interpretation is more complex than for a backscatter image.   487 

(31) These systems create an image by passing ionizing radiation through the 488 
subject to a detector.  The detector is placed on the opposite side of the subject from 489 
the ionizing radiation source.  The radiation may be machine-generated x-rays or 490 
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gamma-emitting radioactive isotopes. Figure 2 shows a transmission scanning 491 
system.   492 

 493 

 494 
Fig. 2.  Transmission x-ray scanner 495 

 496 
(32) Transmission systems are also used to screen cargo and unoccupied 497 

vehicles for interdiction of drugs, weapons, and contraband.  Cargo scanning 498 
systems usually employ radiations of significantly higher energy to obtain the 499 
necessary penetration to create an image of large objects.  Such systems are not 500 
intended for the screening of individuals.  However, special circumstances may arise 501 
in their use which results in the possibility of exposures to individuals.  This 502 
circumstance is dealt with in Chapter 5 of this report.  503 

(33) Security screening systems will continue to evolve.  For example, some 504 
manufacturers are now offering systems that employ both backscatter and 505 
transmission technologies.  Such systems may offer additional radiological 506 
challenges, particularly in the assessment of doses to individuals who may be 507 
screened, and individuals in other areas near the screening venue.   508 

 509 
3.3. Active detection technology 510 

 511 
(34) Active detection technologies use various beams of particle radiation to 512 

stimulate material to emit detectable radiation in situations where the materials of 513 
interest are not radioactive, the naturally emitted radiation energy levels are very 514 
low, or where there is shielding in place. The systems operate by using a beam of 515 
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radiation to interrogate an object or location suspected of containing fissionable 516 
nuclear materials.  As a specific example, if certain types of explosive materials are 517 
present, such interrogation will activate the material, causing the release of 518 
characteristic radiation energies that, ideally, will allow identification of type, 519 
quantity, and location of the materials. These devices are intended to allow 520 
identification of those materials from a distance.  These systems are being 521 
considered for situations in which the objective is to detect special nuclear material, 522 
particularly fissionable materials, which could be diverted from safeguards control.   523 
  524 
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 525 
4. SYSTEM OF PROTECTION 526 

 527 
4.1. Exposure situations 528 

 529 
(35) The recommendations in Publication 103 organize radiation protection 530 

according to three exposure situations:  planned exposure situations, emergency 531 
exposure situations, and existing exposure situations.  Planned exposure situations 532 
are situations resulting from the deliberate introduction and operation of sources.  533 
Planned exposure situations may give rise both to exposures that are anticipated to 534 
occur (normal exposures) and to exposures that are not normally anticipated to 535 
occur.  Emergency exposure situations are situations that may occur during the 536 
operation of a planned situation in case of loss of control of the source, or from a 537 
malicious act, or from any other unexpected situation, and urgent action is necessary 538 
in order to avoid or reduce undesirable consequences.  Existing exposure situations 539 
are situations that already exist when a decision on control is taken. They include 540 
naturally occurring exposures as well as exposures from past events and accidents, 541 
and practices.   542 

(36) The Commission views the use of radiation in security screening, when 543 
justified, to be a planned exposure situation.  In such situations the introduction of 544 
the source is clearly and deliberately planned, and there is the opportunity and 545 
obligation to provide controls to ensure proper protection against ionizing radiation 546 
before activities commence.  Certain circumstances, which may not be part of the 547 
normally expected and planned activity may arise, which are discussed in the 548 
chapter on special circumstances.   549 

 550 
4.2. Categories of exposure 551 

 552 
(37) The Commission distinguishes between three categories of exposure:  553 

occupational exposures, public exposures, and medical exposures.  Occupational 554 
exposure is radiation exposure of workers incurred as a result of their work.  555 
However, because of the ubiquity of radiation, the Commission limits the definition 556 
of ‘occupational exposures’ to radiation exposures incurred at work as a result of 557 
situations that can reasonably be regarded as being the responsibility of the 558 
operating management.  Public exposure encompasses all exposures of the public 559 
other than occupational exposures and medical exposures.   560 

(38) The use of radiation and radioactive materials in security screening may 561 
lead to both occupational exposure, and to public exposures.  Occupational exposure 562 
would be incurred by individuals who are operating the screening equipment, 563 
including maintenance, surveillance, and other activities that are necessary for 564 
proper control and operation of the source.  Exposure of other individuals, who are 565 
not being screened, but may be in the vicinity of the screening activity, is considered 566 
to be public exposure.   567 

(39) The exposure of the individuals who are being screened for security 568 
purposes is also considered to be public exposure.  It is the Commission’s view that 569 
this statement applies, irrespective of whether individuals are being screened as a 570 
result of their work duties, such as aircraft crew, individuals travelling for business, 571 
couriers transporting documents or materials, or individuals who require access in 572 
order to work within the secured area.  All such exposures are deliberate, and not 573 
directly related to the health of the individual.  Thus, it becomes even more 574 
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important that a full and careful consideration be given to the justification for the 575 
exposure, and, if justified, to the optimization of protection.  In this regard, the 576 
security needs should be clearly defined, including the types and magnitude of the 577 
threat and the risks associated with not effectively conducting the screening.  The 578 
exposure of individuals who may be directly exposed as a result of screening of 579 
materials is also considered to be public exposure, and is elaborated further in the 580 
section on special circumstances.   581 

 582 
4.3. Justification 583 

 584 
(40) The principle of justification is one of the two fundamental source related 585 

principles that apply to all exposure situations.  Publication 103 requires, through 586 
the principle of justification, that any decision that alters the radiation exposure 587 
situation should do more good than harm.  The Commission goes on to emphasize 588 
that this means that, by introducing a new radiation source, one should achieve 589 
sufficient individual or societal benefit to offset the detriment it causes.  It is 590 
important to emphasize that the benefits that accrue to the society are to be factored 591 
into the justification decisions, and that from an ethical point of view, there needs to 592 
be an explicit consideration of both the benefits and detriments to the individual, and 593 
the benefits that may accrue to groups of individuals and the society as a whole.   594 

(41) Justification is a multi-attribute process which must examine all of the 595 
possible benefits and impacts of a particular proposal taking into account the various 596 
alternatives that may be available, to determine if there is a net benefit to the 597 
conduct of the activity.   598 

(42) The Commission further states in Publication 103 that the consequences to 599 
be considered are not confined to those associated with the radiation – they include 600 
other risks and the costs and benefits of the activity.  The radiation detriment will be 601 
only one of the risks that must be considered.  Justification thus goes far beyond the 602 
scope of radiological protection.  It is for these reasons that the Commission only 603 
recommends that justification require that the net benefit be positive.  It is important 604 
that radiological protection authorities be a part of the decision process, but to search 605 
for the best of all the available alternatives is a task beyond their responsibility.   606 

(43) It is not the role of the ICRP to state whether the use of radiation and 607 
radioactive materials in security systems are justified or not.  The Commission 608 
believes that the use of ionizing radiation to screen individuals is an exceptional 609 
circumstance which requires careful justification.  It should not be presumed that 610 
such screening is generically justified, or acceptable.  As noted in ICRP Publication 611 
103, it is necessary to consider all of the benefits and impacts of a proposed activity.  612 
In the case of security screening, there are a number of factors that must be 613 
considered.   614 

 615 
4.3.1. Justification for screening of individuals 616 
 617 

(44) The exposure of an individual during security screening is not, as in 618 
medical exposures, intended to directly contribute to the health of the individual.  619 
However, it could be concluded that there are individual benefits from knowing that 620 
they are in an environment that has been secured from certain threats, and that there 621 
are societal benefits that may result from such exposures, including the protection of 622 
society from threats, protection of groups of individuals in various meetings, 623 
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gatherings, or in public transportation, and prevention of damage to infrastructure 624 
and significant landmarks from malicious attack.   625 

(45) Justification decisions regarding the use of ionizing radiation in screening 626 
will, of necessity, also include consideration of alternative techniques that may be 627 
available for accomplishing the specific goals of screening.  This may include 628 
alternative technologies to the use of ionizing radiation, as well as various 629 
procedural alternatives and options.  Again, it is not the role of the ICRP to state 630 
whether non-radiological alternatives should take precedence to use of ionizing 631 
radiation for a particular activity.  Factors other than the radiological criteria, such as 632 
the efficiency of detection of target objects, the time necessary to conduct scans, 633 
reliability, etc. may influence the overall benefit delivered by the systems using 634 
ionizing radiation.  Furthermore, non-radiological systems may also present risks to 635 
the individuals being scanned, and such risks must be also taken into account.  The 636 
Commission does not wish that its recommendations be construed as implying any 637 
preference for or against the various available alternatives to using ionizing 638 
radiation.  Systems must obviously be judged on the basis of their effectiveness in 639 
accomplishing the intended purpose for security screening.   640 

(46) An issue is often raised with respect to whether a particular screening 641 
technique is “voluntary”, and whether there is a provision of an alternative 642 
technique.    Such a provision for alternative screening is required by a number of 643 
jurisdictions, and could take the form of a hand search, etc.  The Commission 644 
recognizes that arrangements for alternative techniques are common place at 645 
security screen venues, such as airports, and are appropriate, irrespective of the types 646 
of technologies being employed.  The role of radiation protection is to provide 647 
information on the risks of using ionizing radiation, and thus contribute to a well 648 
informed discussion during the justification of use, and if justified, during the 649 
operational activities.  The latter takes the form of ensuring that there is sufficient 650 
information and opportunity for an informed consent on the part of individuals to be 651 
screened.  Communication and stakeholder interactions are further addressed in 652 
Chapter 4.   653 

(47) Security screening systems using ionizing radiation need to be designed to 654 
deliver useful information with the minimum exposure necessary.  Factors that come 655 
into play will usually include the number of scans or views that are necessary to 656 
sufficiently screen the individual.  It is also important that systems can be reliably 657 
operated so that additional exposures are not necessary because of re-screening of an 658 
individual due to lack of sufficient information.  Thus, the justification process 659 
needs to include the expectations regarding system performance and average dose 660 
delivered in determining the radiological impacts to be considered.  Similar 661 
considerations and expectations will also be important in the optimization of 662 
protection, if use of ionizing radiation is determined to be justified.   663 

(48) The Commission recognizes the ongoing development of consensus 664 
standards related both to the performance of the screening system (ability to detect 665 
the intended objects that may be considered as threats), and the expected dose to 666 
screened individuals from various types of systems.  The Commission recommends 667 
that such standards be used in the justification process, and, if a decision is reached 668 
that systems using ionizing radiation are justified, that a preference be given for the 669 
lowest levels of exposure consistent with achieving the intended performance (i.e., 670 
that protection is optimized).  671 

(49) The Commission is of the view that systems for screening of individuals, if 672 
justified and employed, should only contribute a very small fraction of the dose limit 673 
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for members of the public.  The Commission’s views are consistent with the 674 
recommendations of several other organizations, such as the NCRP (NCRP, 2003), 675 
for backscatter systems.  Guidance has also been included as part of the consensus 676 
performance standards for equipment developed, or under development by such 677 
organizations as the American National Standards Institute (ANSI, 2009) and the 678 
International Electrotechnical Commission (IEC, 2010).  The Commission 679 
recommends that such values be viewed as dose constraints, representing a boundary 680 
for planning purposes, with a clear relationship drawn between the dose per image 681 
or per screening event and the assumed expectations regarding the number of 682 
exposures which may occur during a year.   683 

(50) Consensus standards have also been developed for use of transmission 684 
systems, which generally deliver more significant doses in each scan.  The 685 
Commission notes that because of the increased dose to screened individuals, the 686 
benefit necessary to justify such systems would also need to be greater.  Unlike 687 
medical exposure, non-medical imaging does not directly contribute to the health of 688 
the individual, and the justification should explicitly describe the connection of the 689 
assumed benefits to the individuals receiving the exposure.  While this does not 690 
mean that such systems are not to be justified, it does mean that there is an even 691 
more significant burden of proof that should be demonstrated prior to use.   692 

(51) One of the most important considerations is the frequency with which an 693 
individual may be screened.  For individual screening in airports, it is possible that a 694 
single individual, such as a frequent flier or courier, may receive screening multiple 695 
times per day, week, or month.  Further, it is necessary and appropriate to consider 696 
whether there are other groups of individuals who may, as part of their duties, be 697 
screened with some significant frequency.  Such groups might include various 698 
ground personnel in airports who may enter and exit the security area multiple times 699 
per day, flight crews, etc.  It might be argued that such scanning be considered as 700 
occupational exposure, because entry into secure areas subject to screening is 701 
required as part of the job requirements.  Conversely, the exposures are not 702 
necessarily directly related to their occupational duties, and they may, or may not, be 703 
employed by the operating management.  The Commission therefore recommends 704 
that they be provided protection consistent with that provided for a member of the 705 
public.  This expectation should be included in the justification process for the 706 
different groups of individuals who may be present, and in the planning of sufficient 707 
strategies to ensure their protection.   708 

(52) The collective dose from a screening activity also needs to be considered.  709 
The Commission believes that the use of the appropriate individual dose constraints, 710 
as given above, provide for adequate protection.  Collective effective dose is an 711 
instrument for optimisation, for comparing radiological technologies and protection 712 
procedures.  In the case of security screening systems, the collective dose may also 713 
be useful in comparing the implications of different systems during the justification 714 
process.  As discussed in Publication 101 (ICRP, 2006), it may be useful to 715 
disaggregate the components to provide more useful information to make decisions 716 
in the justification and optimization process.  However, Publication 103 (ICRP 717 
2007) states that the collective dose should not be used to compute hypothetical 718 
numbers of cancer deaths, and that it is a misuse of the concept to multiply large 719 
numbers of persons times a very small individual dose to project a hypothetical and 720 
misleading number of potential health effects.  .   721 

(53) Justification decisions need to be informed by several distinct types of 722 
consideration.  First, there should be a governmental determination to ensure that all 723 
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relevant factors have been taken into account.  It is also at this level that the inputs 724 
from security and intelligence organizations can be effectively integrated to develop 725 
a sufficiently clear picture of the threat environment to support decision making.  In 726 
most instances, this means that the decisions on justification and use on ionizing 727 
radiation will need to be taken at governmental levels where the inputs from 728 
regulatory and operational viewpoints can be weighed with the security and 729 
intelligence positions.  In most cases, the final decision to employ a particular 730 
security screening technology will involve many factors outside of radiation 731 
protection.     732 

(54) While justification draws upon governmental level inputs and decisions, 733 
there will also be a need to consider the proposal on a sufficiently case specific basis 734 
to understand the particular benefits and impacts of a proposal.  It is generally not 735 
appropriate to decide that the use of ionizing radiation is justified in any and all 736 
screening activities.  The organization proposing and operating the screening system 737 
may also be a governmental organization, but usually focused on specific sectors, 738 
such as transportation.  Consideration needs to be given to the particular classes or 739 
circumstances of screening situation, based on the threat environment, the objects of 740 
concern to be detected, numbers of individuals to be screened, cumulative impacts, 741 
etc.  For example, there could be a justification of security screening for passengers 742 
at airports.  A different set of considerations would be needed if systems were 743 
employed in other venues, so as to determine if the exceptional circumstances result 744 
in the positive net benefit to justify the exposures.  This is not to say, however, that a 745 
separate justification would be needed for each separate airport where screening is 746 
considered.  A balanced approach, which ensures that there is sufficient information 747 
to support decision making, should be taken.  As is the case with other examples of 748 
the Commission’s recommendations, a sufficiently detailed matrix of factors needs 749 
to be considered to ensure a well informed decision.   750 

(55) If a use of security screening is determined to be justified, then it should be 751 
considered as a planned exposure situation under the Commission’s 752 
recommendations, and the necessary controls and radiation protection program 753 
implemented to ensure that the framework of radiation protection recommended by 754 
the Commission is properly implemented.   755 

 756 
4.3.2. Justification for screening of materials and cargo 757 
 758 

(56) The screening of materials, including cargo containers, conveyances, etc. 759 
involves a different type of justification process, because normal operational 760 
practices and parameters can and should be considered which are intended to 761 
minimize or eliminate the exposure to individuals during the screening activities.  762 
Thus screening of materials is much more similar to other uses of radiation and 763 
radioactive materials, where protection and safety strategies are established, and 764 
deliberate exposure of individuals to create an image is not intended.  However, 765 
experience to date has shown that there can be certain situations in which 766 
individuals can, or have been exposed.  Examples of this include when drivers have 767 
been present in the conveyance during scanning of the cargo and when individuals 768 
are concealed in the cargo container to avoid detection.  A further discussion is 769 
provided in Chapter 5 related to these special circumstances.   770 

 771 
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4.4. Optimization of protection 772 
 773 

(57) When decisions have been made regarding the justification of a proposed 774 
use of ionizing radiation in a specific security screen setting, the Commission’s 775 
recommendations for optimization of protection become critical to ensuring that the 776 
activity is conducted in a manner that most effectively protects the health and safety 777 
of individuals.   778 

(58) The principle of optimization requires that the likelihood of incurring 779 
exposures, the number of people exposed, and the magnitude of their individual 780 
doses should all be kept as low as reasonably achievable, taking into account 781 
economic and societal factors.   782 

(59) This means that the level of protection should be the best under the 783 
prevailing circumstances, maximizing the margin of benefit over harm.  In order to 784 
avoid severely inequitable outcomes of this optimization procedure, the Commission 785 
recommends the use of dose constraints for planned exposure situations to restrict 786 
the doses or risks to individuals from a particular source.   787 

(60) Optimization of protection is applicable during the design and equipment 788 
specification phase, the installation and setup of the screening environment, and 789 
during the operation of the screening systems.  Acceptance testing during 790 
installation, periodic measurements during operation, and other quality control 791 
measures are important to ensure that the assumptions used in the optimization of 792 
protection are valid, and maintained during operations.   793 

(61) The Commission continues to recommend that the appropriate operational 794 
quantities, including the use of ambient dose equivalent H*(10) for area monitoring 795 
and Hp(10) for individual monitoring, be utilized in the development assessment, 796 
and operation of such systems (ICRP 2007).  For backscatter security systems, the 797 
exposure will be predominately to the skin, because the energies used do not 798 
significantly penetrate the body.  Transmission systems, which utilize higher 799 
energies, will contribute to effective dose, and the equivalent dose in various organs 800 
and tissues.  Individual occupational monitoring of individuals operating the security 801 
systems should not be necessary, other than as part of the ongoing quality control 802 
program to ensure the systems are functioning as designed.   803 

 804 
4.4.1. Optimization of protection for screened individuals 805 
 806 

(62) In the case of deliberately planned exposures of individuals for security 807 
screening, the concept of optimization needs to include some additional 808 
considerations.  Because an image is being obtained for a specific purpose, 809 
exposures could be too low to accomplish the objective.  Conversely, the exposure 810 
could be greater than necessary to deliver the necessary information.  Neither one of 811 
these circumstances would be considered to be optimal.  For security screening, 812 
since it is not possible to eliminate exposures, the optimized situation will be the one 813 
which essentially is the lowest exposure consistent with obtaining the necessary 814 
information.   815 

(63) The optimization of protection for screened individuals is largely 816 
determined by considerations of design, and installation.  Once the scanning system 817 
is installed and becomes operational, there may be limited opportunities to further 818 
improve radiation protection, on an individual exposure basis.  Selection of the most 819 
appropriate equipment, and verification of the design meeting the appropriate 820 
standards for performance, is an important component of this process.  Once 821 
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operation has commenced, quality control activities, and the training of operators are 822 
the primary contributors to ensuring that exposures are kept As Low as Reasonably 823 
Achievable.  In comparing the possible options and designs, and in the absence of 824 
other factors, optimization would suggest that a preference would normally be given 825 
to designs that deliver lower doses for each exposure, or which require fewer scans 826 
or views to complete a screening.  In this regard, the collective dose for a specified 827 
scenario of use, may be useful in comparing protection options for a particular 828 
system, and thus contribute to the decision making process.  However, the demands 829 
for performance in detecting security important materials, and the impact of the time 830 
needed to conduct the screening, may also be important in the optimization process.  831 
Further, the design and operation of the equipment should consider, and avoid to the 832 
extent possible, the need for repeating a screening exposure. 833 

(64) For systems used to screen individuals, various values of effective dose 834 
have been set in a consensus standard (ANSI, 2002, ANSI, 2009).  Nominally, ICRP 835 
has described dose constraints in terms of an annual exposure from the source.  836 
However, because of the unique and episodic nature of security screening, 837 
specifications on a “per screening event” are appropriate as starting points, 838 
particularly since they are established in reference to a clearly identifiable 839 
circumstance.  The process of justification will have already considered the 840 
cumulative implications of scanning for individuals, and thus the cumulative levels 841 
of exposure that would be considered acceptable or unacceptable for planning 842 
purposes.  It is therefore logical to pursue optimization on a more design specific 843 
and operational level to further reduce exposures, using practical and measurable 844 
criteria as dose constraints.  The Commission views criteria such as those in the 845 
ANSI standard to be dose constraints, serving as a boundary for optimization of 846 
protection, not as some type of “allowed” or design criterion.   847 

(65) The Commission recommends that systems be employed that achieve the 848 
design specifications in the consensus standards, such as IEC, ISO or ANSI, for 849 
various types of security screening devices.  Assuring that devices have this 850 
engineering and operational pedigree is an important component in ensuring that 851 
radiation protection will be within expected ranges during operations.   852 

(66) Optimization during the operations of the screening system will primarily 853 
rely on ensuring that the equipment is functioning as intended, including periodic 854 
verification of various operational parameters, surveys, and other measures.  Further 855 
discussion is provided below.   856 

 857 
4.4.2. Optimization of public and occupational exposures 858 
 859 

(67) Optimization includes planning the installation of the equipment, to provide 860 
for appropriate distance, shielding, access controls, and other measures to prevent 861 
individuals from coming into contact with radiation that is not part of the expected 862 
operations.  The details of each installation can be examined from the standpoint of 863 
radiation protection, and every opportunity should be utilized to reduce exposures to 864 
individuals who may be working in the screening area, in the queue to enter the 865 
secured area, and other individuals who may be in the vicinity of the scanning 866 
activity.  Scanning of individuals at airports, for example, may pose challenges due 867 
to the physical layout of security areas, and the presence of multiple queues of 868 
individuals in proximity of the scanning systems.   869 

(68) As with other types of equipment, a variety of pre-operational acceptance 870 
tests must be performed to ensure that the systems are functioning as designed.  This 871 
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includes measurements of the dose that would be received by an individual who may 872 
be screened, and the exposures at various locations in the vicinity of the installation.  873 
This obviously needs to include the possibility of scattered radiation.  Care must be 874 
taken to analyze and optimize the installation before operations commence, and to 875 
validate ongoing operations through quality control.   876 

(69) The principle of optimization, namely to continue to review the operational 877 
situation and determine if there are opportunities for improvement, remains in effect 878 
as the installation begins operation.  At a minimum, this would entail ensuring that 879 
the bounds considered in the justification of the exposure remain valid, and that the 880 
operation and use of the device is within the bounds and specifications approved.   881 

(70) The information needed for ongoing operations will most often be based on 882 
periodic surveys and reviews to ensure that the systems are operating as designed, 883 
reviews of the radiological conditions and physical arrangements in the vicinity of 884 
the scanning systems to determine if there have been changes in any exposure of any 885 
individuals (occupational or public), and adherence to a maintenance schedule to 886 
ensure that equipment is functioning properly.  Periodic tests and surveys will be 887 
needed.  Verification of radiological parameters following maintenance and 888 
calibration is also important, particularly for any functions that may impact the 889 
exposure conditions.  This includes the software systems used to control the 890 
scanning systems and process the images for examination.   891 

(71) The radiation protection framework to review operations and installations 892 
will resemble in many respects those that are commonly established for other types 893 
of facilities using ionizing radiation.  International organizations such as the IAEA 894 
and competent authorities have created requirements and practical guidance for 895 
similar types of facilities, including optimization of protection, authorization for use, 896 
and inspection, and this experience should be used in establishing requirements for 897 
security screening.  The unique aspects in security screening relate to the conduct of 898 
operations in much more public venues and the operation of the equipment by 899 
organizations that may not have experience or expertise in radiation protection.  The 900 
Commission recommends that additional emphasis is be placed on training, 901 
retraining, and the management system to ensure the safe conduct of activities as 902 
described in the requirements of the IAEA.   903 

(72) Occupational exposure may be received by operators, technicians doing 904 
service and maintenance, surveys and calibration, and other similar activities.  The 905 
Commission is limiting the definition of occupational exposures to those which are 906 
reasonably under the control of the operating management, as all workers continue 907 
to be exposed to background radiation irrespective of their activities.  The 908 
Commission emphasizes that optimized protection means achieving levels of 909 
exposure that are as low as reasonably achievable, irrespective of the category of 910 
exposure, and notes that it is a fallacy to assume that categorization of an exposure 911 
as occupational automatically means that it is acceptable for the exposure to be 912 
greater than that allowed for public exposure.  913 

(73) Dose constraints for occupational exposure of individuals operating 914 
security screening systems should be set at a small fraction of the constraints 915 
recommended by the Commission for occupational exposure.  Experience has 916 
shown that when well-designed systems are used, including adequate shielding and 917 
the provision of adequate distance from the source, there should be little or no 918 
radiation in areas where operators are present.  Experience is helpful, particularly in 919 
field or mobile settings, to establish the appropriate arrangements and control of 920 
areas to avoid unnecessary exposures.  The results of installation testing and 921 
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monitoring used to modify radiation protection provisions also should be used as 922 
appropriate.  Thus the Commission expects that such individuals are protected to 923 
levels consistent with protection of members of the public, even though their 924 
exposure meets the definition of occupational exposure.  The Commission also 925 
expects that the same levels of protection would be afforded to other individuals, 926 
who may be working in areas near the security screening systems, but who are not in 927 
any way involved in the operation of the system.   928 

(74) Constraints for public exposure should be established at small fractions of 929 
the public dose limits.  This is particularly important because the individuals 930 
receiving exposure are not receiving any direct benefit from the radiation, but rather 931 
the indirect benefit of a secure environment as a result of the security activities, etc.  932 
The nominal expectation would be that exposure of individual, while not being 933 
screened, would be essentially indistinguishable from background ambient dose 934 
rates.   935 

(75) The Commission recommends that security screening systems, if 936 
considered to be justified, be treated as planned exposure situations, and subjected to 937 
control with the appropriate regulatory framework, including authorization and 938 
inspection, by the designated competent authority.  Given that such systems may be 939 
utilized by organizations that may not have experience in radiation protection 940 
programs, there should be sufficient interactions between the competent authority 941 
and the responsible operational management to ensure that expectations for radiation 942 
protection are clear.  The International Atomic Energy Agency, in the International 943 
Basic Safety Standards (IAEA 2011), have established requirements for regulatory 944 
systems and controls of sources, including appropriate expectations for training and 945 
competence of operators, and appropriate management systems to ensure that the 946 
prime responsibility for safety is effectively discharged.    947 

 948 
4.4.3. Optimization of protection for screening materials and cargo  949 

(76) Scanning for materials, cargo, etc., poses a different opportunity for 950 
optimization.  The nominal expectation would be that individuals would not be 951 
included in the screening.  Circumstances in which this might not be the case are 952 
covered in Chapter 5 under special circumstances.  During the screening of cargo 953 
and conveyances, the possibility for exposures outside of the scanning area, and at 954 
some distance from the scanning system, may be increased due to the increased 955 
strength of the sources, and the scatter of the radiation in the materials being 956 
scanned.  However, measures should be taken to restrict members of the public from 957 
the vicinity of scanning areas, as is typically the case in the use of radiation sources.  958 
Optimization of protection should be pursued as it is for any other planned exposure 959 
situation.   960 

(77) For cargo screening systems, and other systems that may not be in fixed 961 
locations, the physical arrangement, and areas where radiation fields may be present, 962 
need to be specifically identified and controlled.  In this respect, the radiation 963 
protection considerations are similar to those industrial exposure uses when a source 964 
is used at a temporary location (such as industrial radiography), and specific 965 
requirements need to be included in an authorization for appropriate surveys, the 966 
establishment of controlled areas, and other provisions to minimize public exposure.   967 

 968 
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4.5. Dose limits 969 
 970 

(78) The Commission expects that the operation and use of security screening 971 
systems, under the appropriately optimized radiation control program for planned 972 
exposure situations, should not challenge any of the dose limits recommended for 973 
occupational and public exposure during expected activities.  The exceptional 974 
circumstances of drivers and individuals who may be concealed (stowaway) in a 975 
cargo container, and be exposed as a result of cargo screening, are treated in the 976 
following chapter under special circumstances.   977 

 978 
4.6. Communication and stakeholder interactions 979 

 980 
(79) The use of radiation and radioactive materials in security screening presents 981 

a number of communication and stakeholder interaction challenges.  Nevertheless, 982 
while challenging, they are a critical component of effectively implementing the 983 
Commission’s system of protection.  These include communications regarding the 984 
risk of very small levels of exposure, and provisions of alternative screening 985 
methods and informed consent.  These may be addressed from the standpoint of 986 
radiation protection, but other challenges will also need to be taken into account 987 
with local stakeholders.   988 

(80) Systems that are justified and utilized in accordance with the Commission’s 989 
recommendations present a very low risk due to the radiation exposure that may be 990 
incurred by an individual being screened.  While small, such risks cannot be 991 
assumed to be zero, and radiation protection programs and controls must be 992 
established to ensure that the systems operate as designed, and that exposures are not 993 
greater than analyzed and predicted.  Many stakeholders will raise concerns simply 994 
because of the involuntary nature of exposures, and the uncertain nature of any 995 
possible consequences.  In such circumstances, individuals tend to desire a greater 996 
degree of protection than when exposure is voluntarily undertaken, or under some 997 
degree of control by the individual.  Comparisons with other types of similar risks 998 
may be useful, but care must be exercised in making any such comparisons.  The 999 
Commission recommends that such communications be planned so that the 1000 
messages are accurate, informative, and responsive to the personal nature of the 1001 
concerns.   1002 

(81) Communications with stakeholders continue to be an important component 1003 
of the radiation protection program and implementation of any screening activity.  1004 
The Commission recognizes that there has been a great deal of press coverage, and 1005 
debate, regarding security screening.  Much of this has focused on the ethics and 1006 
other issues surrounding screening, such as individual rights, privacy, the right to 1007 
know, and informed consent.  In most security screening situations, it is not practical 1008 
to have each individual sign a consent document.  Therefore the focus must be upon 1009 
making reasonable provisions of information, such as posting information, so that 1010 
the individual’s right to know has been met.  Radiation protection, focusing on the 1011 
more specific questions of radiation safety, contributes to a more complete 1012 
discussion of all of the issues that need to be considered.   Decision makers should 1013 
make efforts to engage stakeholders, while recognizing that many “security 1014 
decisions” are made for reasons that are not subject to the same degree of public 1015 
consultation, due to the sensitive nature of the threats and possible responses.   1016 

(82) A continuing opportunity for communication occurs during the normal 1017 
conduct of activities, as individuals who may be screened may have questions or 1018 
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concerns about the procedure, the risks, and the alternatives.  Such individuals are 1019 
likely to have a very different perception of risk and the ethical basis for protection 1020 
than the radiation protection specialist or a security specialist.  The Commission 1021 
recommends that key messages, questions, and answers be developed in advance, 1022 
and readily available, to improve these interactions.  In situations in which screening 1023 
may be conducted, careful consideration should be given to different means of 1024 
communication with stakeholders in understandable and plain language.   1025 

(83) As in the case of all exposure situations for members of the public, it is 1026 
important to consider the populations that may be exposed in the planned exposure 1027 
situation, and consider additional factors in the justification and optimization of 1028 
protection when more sensitive populations may be involved.  The risk of exposure 1029 
to radiation varies with a number of factors, including age and gender.  The 1030 
screening of individuals poses a situation which may result in the exposure of all 1031 
ages of individuals, and the possibility of exposure of the embryo/foetus.  The 1032 
Commission believes that the appropriate application of the framework of 1033 
protection, including justification and optimization as described in this report, will 1034 
provide adequate protection for these more sensitive populations.  Thus, if the 1035 
recommendations in this report are met, it will not be necessary to take separate 1036 
protection actions for children or pregnant women.  It will be important to explicitly 1037 
include these considerations in the decision making process, as one of the matrix of 1038 
factors in an analysis, and provide documentation on the results of such 1039 
considerations.    1040 
  1041 
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 1042 

5. SPECIAL CIRCUMSTANCES 1043 

 1044 
(84) The use of ionizing radiation in screening of materials and cargo may result 1045 

in exposure of individuals.   While there is the nominal expectation that exposures of 1046 
individuals can be minimized or avoided entirely, there are two examples of special 1047 
circumstances in which individuals may be receiving exposures when cargo is 1048 
screened.   1049 

 1050 
5.1. Exposure of drivers 1051 

 1052 
(85) The Commission is aware that there have been proposals for the drivers of 1053 

trucks and other conveyances to be present as cargo is moved through the security 1054 
screening system, due to various operational considerations.  From a radiation 1055 
protection standpoint, exposure of drivers should not be necessary when screening 1056 
cargo.  The Commission believes that such exposures are generally not justified, 1057 
unless specific justifications show that there is a positive net benefit to conducting 1058 
operations in a manner that result in some exposure.  Exposure of such individuals 1059 
should not be a matter of operational convenience, and the Commission 1060 
recommends that drivers not be allowed to occupy conveyances during screening, 1061 
except for very unusual circumstances.  In such circumstances, all possible measures 1062 
should be taken to eliminate or reduce the exposures through the use of interlocks 1063 
and other systems to prevent exposure.  Consideration should particularly be given 1064 
to the possibility that individuals may be moving cargo through screening systems 1065 
multiple times per day, thereby negating an assumption of infrequent exposure.  1066 
Even in situations where interlocks and other devices may prevent the primary 1067 
scanning beam from exposing the individuals, scatter radiation will need to be 1068 
considered in the dose assessment.  Furthermore, consideration must be given to the 1069 
possibility of failure of the interlocks or other systems intended to prevent 1070 
exposures.   1071 

(86) In situations where exposure of drivers may be considered, specific dose 1072 
constraints on exposure are to be established.  The Commission recommends that 1073 
constraints consistent with protection of members of the public be utilized.   1074 

 1075 
5.2. Exposure of concealed individuals 1076 

 1077 
(87) Experience has shown that there is a possibility that an individual may be 1078 

concealed or hiding in a cargo container that is screened.  Such an individual is 1079 
sometimes referred to as a “stowaway”, and is a specific case of the more general 1080 
concern for inadvertently exposed individuals.  There are, in fact, many examples 1081 
where this has been the case.   1082 

(88) The Commission recommends that this scenario be considered in the design 1083 
and construction of scanning systems, and estimates made of possible exposure if 1084 
there are concealed individuals present in a container or conveyance to be screened.  1085 
The Commission further recommends that systems be designed and operated such 1086 
that the dose to a concealed individual would not exceed the recommended dose 1087 
limits for members of the public.  In most cases, this would be the 1 mSv per year 1088 
level, which in the case of a screening of a concealed individual could be considered 1089 
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as equivalent to a per event criterion.  The Commission’s dose limits further provide 1090 
for a value of 5 mSv for highly infrequent situations.  Experience to date has 1091 
indicated that this is possible for most systems, although more powerful advanced 1092 
systems may be challenged.  Such a level of protection remains consistent with the 1093 
Commission’s recommendations for members of the public, but recognizes that such 1094 
individuals are, by the very nature of their act, behaving in a way that the normal 1095 
expectations of radiation protection cannot be assumed.  Even though such 1096 
behaviour may, in fact, be illegal, the level of risk still should not substantially 1097 
exceed that recommended for members of the public.  Similar recommendations can 1098 
be found in the commentaries of the NCRP (NCRP, 2003 and NCRP 2007) 1099 
  1100 
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